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Cybersafety: 

Of Experiences and 

Lessons Learned
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If a certain topic, concept, word or image triggers you, 
please talk to someone about it.

There are images here which might make you feel 
uncomfortable, please bear in mind that these are presented 

in the contextof education.

No photos/videos of the slides please, 
digital handouts shall be provided 

Trigger Warning!



2008 Exploratory study on 
Online Grooming in the Philippines

2012 Online Safety Survey 

2015 CyberSafe Survey 
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3,500 Respondents

10-17 years old



Stairway Foundation, in collaboration with 
Break the Silence Network, asked 2,411 
children aged 7-16 in various places of 
the Philippines how they use the internet

CyberSafe Survey 
Philippines 2015



Limitations of the studies

•Are not peer reviewed studies

•Was not meant to be presented as 
national representations of learners in the 
Philippines

•Done in the context of program 
development of Stairway Foundation 



The CyberSafe program implementation 
since 2008 has given us insights into the 
cybersafety landscape in the Philippines via 
direct interaction with children and adults. 



#Digital Divide
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We might share the same technology platforms 

(hardware and social media), but children and 

adults might use (and look at it) differently

#Digital Divide



Pop Culture 
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App familiarity





Child Online Protection Issue

#Digital Divide
© Stairway Foundation, 

Inc.



Harms Benefits

Risks Opportunities



•Risks 

Potential Danger

Can be mitigated

Is not always harmful 

Risks vs Harm?

•Harm

Is already dangerous 

Is abusive to children

There are no justifications 



#Content

#Contact
#Conduct
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Safer Children in a Digital World, 

Dr. Tanya Byron, 2008



#Content

Children can be put at 

risk or harm via content 

they access online.
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Online pornography



Child Pornography 
(Child Sexual Abuse Materials)

Adult Pornography
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6 out of 10 
have seen online 

pornography

2012 Stairway Online Safety Study

In the 10-17 age group
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Online access through websites 
(Commercial and Social Media)
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Commercial 

websites
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Commercial Child Sexual Abuse 

websites © Stairway Foundation, Inc.

• Offers pornographic materials such 

as images and videos in exchange for 

money via online payment
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Ad supported free video streaming sites
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Access to pornography 
(both adult and child pornography) 

in Social Media
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#Exposure to pornography 
through Social Media 

News feeds
From pages

Public and closed 
FB groups

Private 
messages
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Social Media Groups, 

Pages and Group Chats promoting 

the sexual abuse and exploitation 

of children

© Stairway Foundation, Inc.





© Stairway Foundation, Inc

#Content



#Contact

Children can be put at 

risk or harm via online 

interactions
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Online Sexual Abuse and 

Exploitation of Children (OSAEC)
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1st variation: person to person, 

non-facilitated through chatrooms or 

social media
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Online Grooming
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2008 study by Stairway Foundation

to document Online Grooming via chatrooms
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•Our fake online persona would “park” in public, 
non-sexual yahoo chatrooms 

•Would only wait for private messages

•Would immediately introduce ourselves as a 14 
year old girl

•Shall not initiate sexualized conversation

•Shall offer resistance if exposed to sexualized 
conversation

Study Protocols
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8 out of 10 online chatters initiated 

sexualized conversation with a person 

they believed to be a 14 year old girl.
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1 out of 10 
did “Eyeballs”

2012 Stairway Online Safety Study
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2nd variation: Live Streaming
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Victims

Facilitator

Offenders



Syndicated







Perpetrated by community members,  
family or 2nd generation victims
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#Conduct

Sometimes, children 

exhibit online behaviors 

which might put 

themselves at risk or harm
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Social Media
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Sharing of Personal Information



3 out of 10 
Private FB profiles

2 out of 10 
Didn’t know whether 

they had  private 

or public FB profiles

5 out of 10 
Public FB profiles

2012 Stairway Online Safety Study

FB Privacy
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Self generated child sexual abuse 
materials and indecent images of children
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7%
engaged in sexting

2012 Stairway Online Safety Study

In the 10-17 age group
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Ad Infinitum



CyberBullying





• Is establishing policies and systems that will make 

the online environment safe for children 

• Is building up the capacity of  duty bearers and 
stakeholders so they can protect children better

• Is building up the online protective behaviors of  
children so that they can enjoy the benefits and 

opportunities of CyberSpace

CyberSafety..


