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Cybersafety: 

Interventions

© Stairway Foundation, Inc.



How do we make the 
Internet  a safe space 
for children?
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P.I.E.

Policies and 

Practices

Education and 

Training

Infrastructure and 

Technology
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Policies and Practices
Integrating Anti Bullying Policies 

and Online Safety Policies in our school 

child protection policies, including creating 
social media policies for schools 
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Section 4.
Adoption of Anti-Bullying Policies

All public and private kindergarten, elementary and 
secondary schools shall adopt policies to address the 

existence of bullying in their respective institutions. 
Such policies shall be regularly updated and, at a 
minimum, shall include provisions on prohibited acts, 
prevention and intervention programs, mechanisms 

and procedures.



P.I.E.

Policies and 

Practices

Education and 

Training

Infrastructure and 

Technology
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Infrastructure 
and Technology

Maximizing online reporting
and take down tools of Social Media Platforms

Installing filtering and blocking software in 
school internet connections

© Stairway Foundation, Inc.



Education
and Training
Teaching Stakeholders and Duty Bearers 
CyberSafety

Teaching children CyberSafety
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Online Safety 
is NOT only about 
technology. 
It is about 
behavioral change

© Stairway Foundation, Inc.



Core Child Online
Protection Concepts



Internet access is now deemed as a right of children 
towards access to information (child participation) and as 

a vehicle for self expression 

Children’s Rights and ICT



Online to Offline 
Consequences
Whatever we do online, 

also has offline consequences. 



The Concept of Strangers

Strangers are people we do 

not know. This is the same both 

offline and online.

The way we interact with strangers 

offline should be the same online.  



Private Information

Private Information are things about us,

which should not be shared with anyone.

Think about consequences.

How would this affect you or your loved 

ones if others get to access this 

information?



Recognizing Online Red Flags

If you feel uncomfortable because of 

something you saw/heard/read online,

or because of an online interaction,

then consider this as a potential red flag. 



If it involves the private body parts, (e.g. 

someone asks you to show your private body 

parts, or shows his/hers to you), then it is 

definitely a red flag!

Recognizing Online Red Flags



Responding to Online Red Flags

If you do encounter an online red flag, stop the 

online interaction, and tell a trusted adult about 

the experience. 



CyberSafe Learning Resources 
Eco-system



CyberSafe

Lesson Plans
Dalir-eskwela

CyberSafe ELearning





Is an initiative of DepEd 
through the Office of the 
Undersecretary for Legal Affairs 
and Stairway Foundation 



There was an expressed need 
from participants during the 
National DepEd Child Protection 
Trainings for Online Safety
Lesson Plans  



Is an evidence based initiative that responds
to the need to provide localized child protection 
education to students in the context 
of the online world

Lesson plans on Cyber Safety

covering Grades 5-6 and Junior High



www.cybersafe.asia







Students provided feedback 
on the lessons themselves













 Social Networking 

o Image and content 

sharing

oOnline Friends

oAccount Privacy

Grades 5-6

 Gaming 

oPrivacy

 Mobile 

oTexting – one on one and 

text clans

oSelfies

 Other Inappropriate conduct 

and content

oCyberBullying



 Social Networking 

o Image and content sharing

oOnline Friends

oOnline Relationships 

(Romantic)

oAccount Privacy

 Gaming 

oGambling

oAddiction

 Mobile 

o Instant messaging, Selfies 

and Sexting

oText clans

 Other Inappropriate conduct 

and content

oCyberBullying

Junior High













Facilitated Increase in reporting of 
Cyber-Violence cases from students

Increased online protective behavior
of children such as increased digital 
privacy, and recognition of abusive 
behavior online



CyberSafe Lessons for Grades 1-4

Online to Offline 

Consequences

Building appreciation 

and examining the 

online world

Recognizing 

Online Red Flags

Being a good netizen

Taking care of self 

and others online



Uses the experiential learning method

Takes into account children’s 
developmental stages and how 
it affects their online behavior

Creates an active dialogue 
between teachers and students to 
discuss issues which they might not 
have any opportunity to discuss in 

their other spheres of life



Activity
(Activity)

(Publishing and Processing)

Activity Guide 

Questions

Key Learning Points
(Applying)

Abstraction
(Generalizing)

Key Learning Points
(Applying)



Dalir-eskwela videos



Launched Nov 9, 2018



Internet and 
Mobile 

Marketing 
Association of 
the Philippines

(IMMAP)

DepEd
Stairway 
Foundation

Content and Child 
SafeguardingCreatives

Roll-out + 
content





CyberBullying





Gaming





Online Chatting





Pornography 
(self generated CSAM)







https://www.cybersafe.asia/dalir-eskwela 



Stairway CyberSafe ELearning

































They watch an animation first..



























www.elearning.stairwayfoundation.org
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CyberSafe

Lesson Plans
Dalir-eskwela

CyberSafe ELearning
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